Third-party
data attestation
tool guide
Review and update access
to your firm’s Schwab Advisor
Center data in a few clicks

Protecting your firm’s and clients’ data is critical to the security of
your business and our highest priority. To maintain high security
standards, you must review your current third-party data relationships
on Schwab Advisor Center® and confirm them annually.
This guide is designed to explain why Schwab requires annual
attestation and to walk you through the simple tool we’ve built
to make the process quick and easy.
Choose a topic below to get started. On each page, click Next
to move on to the next topic or Home to return to this menu.

Main topics

Understanding
attestation
requirements
and tools
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Understanding annual data access attestation
Every year, Schwab asks all advisor firms to verify or update the third-party firms that have access to their Schwab Advisor Center® data
and how that data is shared with other third-party providers. To make this process as easy as possible, we offer a simple automated tool
that your firm can access from the More menu on Schwab Advisor Center. You can complete the process in as little as five minutes.
Your firm’s designated security administrator (FSA) will receive an email when your annual attestation period begins. Your firm must
complete the process using the automated tool within one month of that date, or Schwab will remove all third-party access from your
firm’s Schwab data.
Although we require that you review data access annually, you can use the attestation tool as needed to review or modify third-party
data access—and we encourage your firm to make this type of review a regular part of your security protocols.
If you have any questions about the process or the tool, please contact your service team. For a walkthrough of the attestation process,
click Next below.
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Accessing the attestation tool
By default your firm’s security administrator (FSA) will have access to the tool. If others in your firm should also have clearance, either to
view or modify third-party information, your FSA can add those individuals to the relevant security groups from the Security dashboard.

Choose Access Data Sharing Relationships
to view the information. Click Submit Data
Sharing Relationships to make changes to
third-party access.
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The FSA can click either
of these security functions
and add or remove them
for each user.
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Accessing the attestation tool
Your FSA or an individual with the appropriate security designation can access the tool from the More menu. Your FSA will also receive
an email at the beginning of your annual attestation period with instructions for accessing the tool.

Tip

^

More

The Data-Sharing
Relationships link can
be used only to update
access during the annual
attestation period. If you
wish to update access
during another period,
submit a service guide
request or contact your
service team.

Cybersecurity Resource Center
Management Fees
Corporate Actions NEW
Schwab Charitable Center
Launch Security Administration
Launch Group Manager
Data-Sharing Relationships
Upload Files
Schwab Data Delivery
Download All New Files
View Downloaded Data
Pricing
529 QuickView Site
Millennium Trust Site
Intelligent Portfolios Advisor Console

Anyone in the required security
groups can access the tool at
any time from the Data-Sharing
Relationships link on the More
menu to view these relationships.
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When your firm’s annual
attestation period starts, your FSA
will receive an email that includes
instructions for accessing the tool
on Schwab Advisor Center.
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Step-by-step guide to attestation
When the tool launches, it will display a list of all third parties that currently have access to your firm’s Schwab data, the master accounts
they have access to, and any other recipients who can access that data through those third parties. Review all of these relationships,
decide whether you want to keep or remove each, then click Continue.
Tip

You can elect to keep or
remove each relationship,
or keep/remove all with
a single click.

You can choose only to
keep or remove direct
data access relationships.
You cannot remove
access for firms that
receive your data through
another firm without also
removing the top-level
firm’s access.

Click the “>” sign next to
each firm name to see
other parties that have
access through that firm.

Once you’re satisfied with your choices to keep
or remove each firm’s access, click Continue.
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Step-by-step guide to attestation
The next step is to confirm your choices. Review the information; if it looks right, click Continue. If you need to make changes,
click an Edit link.

If you see anything that
should be changed, click Edit.

When all the information is correct, click Continue.
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Step-by-step guide to attestation
The last step is to confirm that you have reviewed the third-party data-sharing relationships and determined which should be kept
or removed. Click the checkbox and then the green button to complete the process.

To indicate that your review is complete, click
the checkbox, then click Submit Attestation.
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Step-by-step guide to attestation
A confirmation screen will display the results of your attestation choices. If you wish to make additional changes,
please contact your service team.
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Disclosures

Brokerage Products: Not FDIC-Insured. No Bank Guarantee. May Lose Value.
This material is for institutional investor use only. This material may not be forwarded or made available, in whole or in part, to any party that is not an institutional
investor. For general educational purposes only.
Schwab Advisor Services™ serves independent investment advisors and includes the custody, trading, and support services of Schwab. Independent investment
advisors are not owned by, affiliated with, or supervised by Schwab.
Schwab Advisor Center® is a website of Schwab for the exclusive use of advisors who custody assets with Schwab.
Any investments reflected are for illustrative purposes only and are not intended to be, nor should they be construed as, a recommendation to buy, sell, or continue
to hold any investment. Screenshots are for illustrative purposes only, may be historical in nature, and should not be used as a basis for any investment decision.
Access to electronic services may be limited or unavailable during periods of peak demand, market volatility, systems upgrade or maintenance, or for other reasons.
Functionality may vary by operating system and/or device. Mobile carrier data charges may apply.
To learn more about the Schwab Security Guarantee, go to https://www.schwab.com/schwabsafe/security-guarantee.
Schwab does not provide investment-planning, legal, regulatory, tax, or compliance advice. Consult professionals in these fields to address your specific circumstances.
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